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) Patrick Howell ONeil, “Russia hacked an American satelite company one hour before the Ukraine
invasion,” MIT Technology RevieniMay 10, 2022),
https://www.technologyreview.com/2022/05/10/1051973/russia—hack—viasat—satellite—ukraine—invasion.
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2 US. Depariment of Defense, “Defense Space Strategy: Summary” (June 2020), p.6.
3 Zs¥ esdm Azt tHHHY g o Qs Y RIEREGERT (202197) A ERIA,

https://www.aitimes.com/news/articleView.html?idxno=140533(ZAH: 2023.2.1)
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(2022.5.30.) https://www.aitimes. kr/news/articleView.html?idxno=25159(ZA: 2022.6.1)
5) UxtS, “IBM, LEIAL FH[=M0f RISXIs e 37 TH=EE, (20232.2)

httos://www.epnc.co.kr/news/articieView.hml7idxno=231329(Z A4 2023.2.4.)
6 Z5E “NNEE RSt X2IYEAAH(GIS) HT =5F 2 AAE" SPREC Insight Vol.14, =72 &=
TAIE|(2024), pp.8—13.
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7) loid.

8) SATCEN, “General Crime and Security Surveilance”
https://www.satcen.europa.eu/services/general_crime_and_security_surveillance.

9 Naomi Larsson, How Satellites Are Being Used to Expose Human Rights Abuses, The Guardian (April 4,
2016), hitps://www.theguardian.com/global—development—professionals—
network/2016/apr/04/now—satellites—are—being—used—to—expose—human—rights—abuses.
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10) Wiliam J. Broad, Chris Buckley and Jonathan Corum, “China Quietly Rebuilds Secretive Base for
Nuclear Tests” New York TimesJanuary 9, 2023). https://www.nytimes.com/
interactive/2023/12/20/science/china—nuclear—tests—lop—nur.html,

1 Michael Schwirtz, Christiaan Triebert, Kamila Hrabchuk and Stanislav Kozliuk, “Ukraine Builds a Case That
Kiling of P.OW.s Was a Russian War Crime” New York TimeslAugust 3, 2022).
https://www.nytimes.com/2022/08/03/world/europe/russia—ukraine—prisoners—

—killed.html(ZAH: 2022.12.30.)

12) Heba Saleh, Mai Khaled, Jana Tauschinski, and Neri Zilber, “Satelite images show Rafah transformed into
combat zone” The Financial Times(May 30,
2024).https:/ /www.ft. com/content/89191420—632a—4c1d—98b0—1cectBioBi23,

19 Paul P. Murphy, Abeer Salman and Andrew Raine, ‘lsraeli military operations in Rafah expand from
airstrikes to ground operations, satellite images show” CNN(May 9, 2024).
https://edition.cnn.com/2024/05/08/middlecast/rafah—israel—idf—ground—operation—inti—latam/index. htm,

14) https://www.humanitarianstudies.no/resource/the—use—of—satellites—in—humanitarian—

contexts,
B) Hannah Kannegieter, “Privacy and Veracity Implications of the Use of Satelite Imagery from Private
Companies as Evidence in Human Rights Investigations”

https://journals.law.harvard.edu/hrj/2023/11/ privacy—and—veracity—implications—of—the—use—of—satellite—imager
y—from—private—companies—as—evidence—in—human—rights—investigations/
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£8H HiAlof| Me™ MM 112 Fooz ZULo| otHE ZXIsH= ol 7|c{EHCt O]2h
SEAM AHZ #FT| 2lelf et=0| It MXo= ZEF[oF & 2ot CHst 2 3%
Z 3 I F0F MEIt et M2 Zot ZAIFE 0| YEReE =2 #X(|E Ho|1
QUZ0[16) LF7|E UMO| I3t L6t 7|H2 ZAYES S6t M=t Ho|He £+3Es
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A ERD, MAMeh Qb AAZE ZAl 2 S4 XYt B0 SAZHO| gt JEst =
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A Algg = A =0, SAS et S EtANE0| THssHR[A & ZAOICt ol2{gt 7|
sS2 2215t27|(Unmanned Aerial Vehicle, UAV)Q| JHEtol|l= M= Ut Znfdo=z
SEXE M FH(all domains)ollA2] o = 3o 7|0dstA| == AOo|Ct,

TR AR X|E &2 HEHAPEER(SR), DAY HA EIX| R =M 5
A H

STHERIA 2F5HY BLIEE, YHSL, 2F 78 SH(PNT) S0| U1, RFXH0| K|
Sote HELt HIO|E = 2| AT St 7|dstA| Ect £3| 2F4=2! 0|29
42 0|22 ‘HELT &4 &A(network—centric environment)'S 20| ‘HI0|E 4 &H4
(data—centric environment) € E25t0 U1, SLFTAHAO| 028t QlAlo| HSto| ZHXZQI
g2 77X\ ULt 2F S X|2SEA HEHIE Soll 2= MA, A, 0|5 S0]
HAZAL|= 0|29 ‘Project Convergence’7t 112{8t AtHl2tD £ £~ QICH17)
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SEXM 258t Ol SaX|A| =L =20 7|8 AU3X|s 7I=0]| HEA d
Do ez AYWI0LL Mo RFI|aS FEstsh| flof 0152 4 & F71& Xt
HECH QI35 7Ie W™l a2l k5|0l @ES Sall M= TS FEist6t

= HMj™ ZZ(adversarial attacks)= SCHE Zd0|C},
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8 2E51 Q| D2 2T RIIMA JHLE et eiMUIE =5 AL
100H2| TE710l| CHall 2022 112 MRz Afeh Zo)

17 Amy Walker, “Space provides key to Joint Al Domain Command and Control.” US Army{June 14, 2022).
https://www.army.mil/article/257523/space_provides key to_joint_
all_domain_command_and_control,
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Management, STM)2| 7|#H0| =1 11 02{8t B#ESS HAZICRE $35k= 0| RFu
sazlel =molct MEtN FETZS 67| St FFHCIA(Space Domain
Awareness, SDA)UA] SFAERIM(SSA)2 SR 74 2A0|CH18) LFH = Lol {X]

MHEHE HNZSiCt o029 4 HX|HE=SFTAERIAD Z T2H(Geosynchronous  Space
o
=

Situational Awareness Program, GSSAP)

18) “Space Situational Awareness” Aerospace Corporation,
hitps://aerospace.org/ssi—space—situational—awareness(ZdAH: 2023.9.20.)
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™S
ﬂ@ﬁé
)xé'(

¥ 2ZAFHE(US. Space Command)Q| SZZtA| XS X|ISHCH19) £S5 O] MERAIHE
(U.S. Strategic Command, USSTRATCOM)= X|AfC| 402 MIMQ} FEMAIAEIS X| A
o2 2|5l ‘LFLUAUIERA(Space Surveillance Network, SSNYE 25t QICt,
of Z7te| 2AXGHK| ot ZAYE 522 Rizhe| Y= W= HXE
HRtE 4 otk 0159 F2 F YIS flol RFZ(Space Force)o| S2HRE 7]t
‘E&H|0|E{ =AM EHUnified Data Library, UDL)'S 25t Q=0 2IZHe] SSA H|0|EE
UDLOI SEAI7I= =248 BX|T QUCL20) 0|22 0JAIY
EX(517| ofH CIEYIMUIESSE TEsD Yd, 012 sk
7

N UEYTTL AN 80| 2F WEYIS HAIE Bict

O
AN gEo| Bzl 2%

0z A2

0|2 C5ISR MIE]
(Command, Control, Communication, Computers, Cyber, Intelligence, Surveillance and
Reconnaissance Centern)E Sall 0[2{8t UWERT S F56t0 U0 A7 3=
St Qlct2n

olzte| QiZtate| 32 x2[2 M22 H
Ct. 2023 48 EafH|A BAE(Travis B. Langster) % 22 2% 4
Mel=2EKPrincipal Director of Space and Missile Defense Policy)2
10]7] 20| EoF I HAX ek, ‘HIE E5i5tk= YSR(no—fail type mission) & Ct
Mste gt Q7| mRof ZHEZEE AR 2 (Department of Commerce)2 Aled 4l

AYS O|Tetx ATt AZJUCH22) 0]2{8 M3t A== QU

= Al=St
|AFE 20
f

0 30
O o

b

M rr 2 o2 K o
Yoo |

O -1 L— 1—
A2 iZio| RF3C 2 A0t S2l= USHEL] 7t 85t UL, HE XHEUIA
olz{gt RIZt|do| ~Zlot= YHER HIO|EE Z|Cist 8SHCE &58 4+ U= &b
0|&3k= A0| =7t etEo| S |</0]7| WFE0|Ct,
3)
HX| LR | ZEEAAE(Global Positioning System, GPS)'Z}t 22 2Q|ASHHA|AE!

19) U.S. Space Force, “Geosynchronous Space Situational Awareness Program” (October 2020).
https://www.spaceforce. mil/About—Us/Fact—=Sheets/Article/2197772/geosynchronous
—space—situational—awareness—program(ZAi: 2023.9.20)

200 U.S, Government Accountability Office, “Space Situational Awareness: DOD Should Evaluate How It Can
Use Commercial Data,” (April 24, 2023). https://www.gao.gov/products/gao—23—105565(Z4AH): 2023.9.20.)

21 Walker(2022),

22) Josh Luckenbaugh, “SPACE SYMPOSIUM NEWS: DoD Transiioning Space Capabilties to Commerce
Department” National Defense (April 20, 2023).
https://www.nationaldefensemagazine.org/articles/2023/4/20/transition—of—space—situational—awareness—from
—dod—to—commerce—on—very—good—path—officials—say(ZA: 2023.9.5.)
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(Navigation), AlZKTiming) AME = Q|X| - & - A|ZHPositioning, Navigation, Timing,
PNT) EE HSshECL HEst x| HEHE XMe=2 &0 5t SHAMNS X724
A29| QIX|Lt o|s4eEto| 2 MEE HM|ZsoF StE22 1= 2000km — 30,000kmoi| 2

tH, "5t AXIHEE &=57| flal 042 thel #140| 2&%|7|= St PNT= =7t
|, WS, FEQHH0| 7|dstz, CHE fldol Hetst /IXIFEE MIstH 23Xs

(o)
o
7|20 EXHE PNTZF QI52dol H8E 32 2USdE2 AFUA0IME st ol=2] ¢

ol

N

z:-j

=

=
X|Xt&M(position autonomy)e 7| EICt

A 2Ho| PNTE 20| XIglh, MEY, BZo| MES RI2H AIZIS HZ

0 DE Rrfe MEH0| VK= Tht AlZholl YIXIE 4 UM FHER S BALERO|
O1A| PNTS SHAIRQI IBHS 8USITE LFRITO| STHMQI FIH= SFXFAC| PNTS of
M5l 28% 4 s A0S NI BUES Wee Steg), 0T A SY Y TiEy
o RF7|X| A0l UM AE7I0| ZIUsH HAS HTHQl LFEXFO| WA Q7i0=
QIAMBIT Urt2d) 0] IR 0lR0| BSHYAXIFSH(Joint Al Domain Command

O
and Control, JADC2)7} O] Mz E&H=l(unified) HIEYIE ERZ i1, 024t HIEY
39| shipl2 RF0|E2 RFFE Sof FT0| &5 S £+ U= CiYet MES ER
sHof stctm E1 QUCk

NASAE X|7&e| O X|FOME Mol =24 27|18 BX|, FH6t, Mol 34

2 WEtkstH, ™getst PNT MEE AMiEot7| $lsil 2026 A7EK| 10007 0]42] 100~400kg
2% 2HAEE MA(ow Earth orbit, LEO)Oll %= Al2lS FZlot ULt O] &S
LZFZ(National Aeronautics and Space Administration, NASA)2| SST(Small Spacecraft
Technology) =212} O] 2R ZHT1SHTH EZ(Defense Advanced Research
Projects Agency, DARPA)2| E2HX(BlackJack) =2E ASYM HEYZ 1FE &t
Z2NEO|CE Ozt &Y Ad M UHESRZI= =" U XEHQD HHZ|X]|
(persistent coverage)s #E 2HZAC 14 HERIE 20| MEE 4= UCH CIZCHLE A
AR AA| =771 B gt s 0|27 HReshH BIXHAM| AX[o] == H|E0| X

A

T A d2 HEdE 1 ZAME KEHE 52 Aeg QAR Irf24

Ny

o
i

4) YMEEA(SATCOM)

23) Headquarters U.S. Air Force, “Air Force Global Futures Report” Washington D.C.(March 2023), pp.16-17.
https://www.af.mil/Portals/1/documents/2023SAF/Air_Force Global
Futures_Report, pdfi(Z3A1: 2023.4.1.)

24) Stephen Forbes, “Blackjack” DARPA. https://www.darpa.mil/program/blackjack(ZdAH: 2023.4.5,)
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X|& SA=Z0M ELi= ASE 2ot 0| CHE S4l=0 MYste ols8tlE X
5= ‘B4 M(Satellite communication, SATCOM)'2 Z|Cist HE HRINA AISE g}
SAE BAlslEE SHE=ED =2 T2 FX|HZ XISt ESH S4EE2 HoliTl
He|o| MSE MY SAGIERE X712 AP £ SUet 4= ME MM XIFE
S SAYIME & 7 2ldo| MHIAE HMIsts S4 He7F 1, sh 41 A0S
MH|ATE MBS EX| L7ALE M M3 AX|7F 022 R= AMH|AT M3 == & X2
& Miets 2HX| =Lt m2tA KH=of| 8, 20k 7 YME HiXlsts 2T 718 ¢
SN AMARE 5 42 d XFE LR S4 MHIAE HMIE 4 UCt S9N
2 S84 S20| HluA FUst, Cist GHz thiEe| MIOtALE0| [E M&0| 7HsstH, &
Alof Cist XIMez 5 HEE Eliste ER2EIHAED} CHX|H 7t 3|88 MX6H= Cf
& T40| 7tsolict ot S4IHE 0|5S4AIS MIe = USEE XY, EF, SHA0l|A
= AMH|A 0|80] 7tsoltt 8HH MSAI2 72| T& ME MEXH, sAAMS M=
ofst, ~AIENH Z0|Mofl e F S HotY, =2 T A0 [E A & EfY7t

X
situational awareness)2 MB35tz EF X|F0NM RSETS fEE o+~ UA| STt E5]
HEEA HZH(SATCOM capability)2 B3 FH(counterspace forces)ol| X|ZEX s
2 M85tz E4 240|Ct D=2 22 7|2S4 1Y UEQT /LS @ISt Cifst =2
MEE DIZh 7|at A=t 2022'F 58 0| 3(Space Force)2 7|2USA /1M HE

2

2|3 (classified communications satellites) 7HS Sttishr| 26K &% 5 SO 80N =y
o| X2 X|EHES HEBEo I3UCL E5| ‘Tlstet MEFM EL(Evolved Strategic Satcom,
ESS) Z2OW'2 0|7 AtERS} Ol Ao 2™ U= ©=t =8 3 i
St B OALn SAlsks Hd22 XM Aol 37kt SX|HE greleltt ESS ¢ H
Xleh AARIZ 8 X|5| X & S4S et AEM F30INM 2712 X217} 7Hse
TE X|”Isict ESS Z2MEZE E5l| EU(Boeing), £5|E OFEl(Lockheed Martin), =A =
2 MH(Northrop Grumman Corporation)0| H|9tSH 3702] A EfXi| & XA AJAR! JHE
JHHO| XI&E A= X UCt.25)

0] RFERS 2770| SAN| AFSE MU LX| EfF(payloads) WS

I

27|, EtE R4 2

=3

0x

25) Sandra Erwin, “U.S. to ramp up spending on classified communications satellites.” Space News (May 1,
2022). https://spacenews.com/u—s—to—ramp—up—spending—on—classified—
communications—satellites(Z4A1: 2023.2.1))
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=

e Hzol XF of 259 HE 5H7t EXlel "Wo{THE|M(Protected Tactical
Satcom, PTS)Z} X[A& AJAHIOl ‘HIGFMESAH MH|A(Protected Tactical Enterprise
Service, PTES) 7 Z2HMEE FZlIst QUCt XHMH(jammen)2l x|, AAZt RS F=

2 st= PTSE= =2 x{A(jamming) 3Z40f|

L=}
o
= S4A0| HelX| HEEE sh= f1FoInt 0] 32 2020 2t LAFIFT0| Of

il

5t PTS EHXHAIS HLSH=E 24T, PTESS] 3 AloIXIel B 20241 37 HLstn
= PTSE SAE Al20|Ct26)

39

V. SF7|8t EH - Mio|g{oll cHst e
1. Hoi¥ mil=ld 32 AlojH S

7t HIOIEE X2|5t7| flsi EAlZ2(deep neural networ) 7[2HQ| QIZX|S 7|

)
£0| M2E =E2QM0| 7|AES(machine learning) Y12 2AS &

2 e F2 Ynals
2YO| HRE KIES =S HBE X3 H0|ES FUSI0] DUS 20/ WAIO| AIBE
Ch27) SXIE Bl 24=e| RE eIBIN0| UBXIS 7I&S EXGT Us HE OiLICL R

HASI0| FZrIstn Y= 2AEZYM Zl&t|(constellation) Z2XMEQI |RIS(Infrastructure for

—
20| OFx| 21BLINS 2

Resilience, Interconnectivity and Security by Satellite)?| 42 &

FHE0 2A0F22|7] HRl SR AlFo| ‘FA deZ QAR T UL} IRISOl= USXls
7|&0| MEE|X| 47| R0 ‘ADIE X{Y(smart jamming) LEE 2= N 34 =
2 HMi™ HAlz{(adversarial machine learning)2 A& 4~ 2110 X
Sot7| mZ0|Ct.28)

26) Sandra Erwin, “Northrop Grumman developing military communications satellite for 2025 launch™ Space
News (April 9, 2023). hitps://spacenews.com/northrop—grumman
—developing—military—communications—satellite—for—2025—launch(ZAH: 2023.4.11.)

2/) Andrew Du, Bo Chen, Tat—Jun Chin, Yee Wei Law, Michele Sasdelli, Ramesh Rajasegaran, and Dillon
Campbell, “Physical adversarial attacks on an aerial imagery object detector” Paper presented at the
IEEE Winter Conference on Applications of Computer Vision (WACV), 2022; Andrew Du, Yee Wei Law,
Michele Sasdelli, Bo Chen, Ken D Clarke, Michael S Brown, and Tat—Jun Chin, “Adversarial attacks
against a satelite—bomne multispectral  cloud detector” Digital  Image  Computing:  Techniques  and
Applications (DICTA), 2022,

28) General Denis Mercier & Marc Fontaine, “Is Europe’s new satellite inttiative already outdated?”
PoliicdDecember 7, 2023). https://www.politico.eu/sponsored—content/

is—europes—new—satellite—initiative—already—outdated/
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’51EHJH AL S e AUS 20l +~Eioks Ythier F=2 s=HE Lalistr| #
7

_T'_
o T —
£ sz 45 9 $—|¢; S Soll shris T2 Al iE THNL HE, AR
LK

g, o|HYS Ssif HE= 24 EM2t &
0

= H&
2 Hildd AZEQ0 &5 SHske Z=XIE Flot7|= L 0l= JFF L6 Ager

E=2(Bureau of Industry and Security, BIS)2 20204 1& 6 O/=2 7|0| MA, EE, &
g0l M8E = Uz, X2 HEE Aotz Q3K s AZEYHE &2 8 FEe| At
M 8012 B E Sh= HES WHESNCH30) Sentinent= ¢ O|0|X|0lA HI™EAX o|O|X|

HOtLY Ef=el 27| T2 JHHo[L HE 0|5 & ZAESE ZAl, FESH= ol At

=
=
8= 23Xls Z230|CH3Y

HMotwetat 22 U3 20| 21Z2Holl chist TH&el FEfe| ZZol2tH z[2 ¢l
=22|Mof| st 2H2 AFEQIE{Y(Internet of Things, loT)0ll CHSt B34S ST $HE
= UCh & Cie QIZ9Y 7 HIEEYIoM AHRLAOIN ZEEZO0(L HEAA =2 4
ZEQN & Stite| s394 XL wets WAL F2HstE 49 M2 FZE0 U= O
E fY9 H=0l= xHE IS 7N A HEKZVE otulE 4 Uk Z2EHU= -
=0| HOIX|H of |22 E{o| STt CHE Y| 450 ZHISH == 27
(Adjacent Satellite Interference, ASI) &&H0| Lo{Lt, 1 Ayt AlSo| 2O LXK 7Lt o

_9‘|_|
e
e
E
4>
0
il
410
0x
NN
=
n
o
I
0
Rall
1o

3 o
QA0 OFF =M7F gloie MeZHde| 27t BORX|LL ZHY AjZto] ZOX|H J2{et &
Me oig 4 el 2 &= UCES?)
£33 #ESE0 UX| $2 ZR2EE0| Crefet RIZh oY A & g0l HEEo
US E2 10TZREQ SZoi| tiet /Y 2etel Fefdol Aakd &+ UCh HFriLt 2?1y
Kol BZH=O U= St=HI0] 7|8He] Eok2 g J2fst EXl= FA7F o L7hH
PIELALE 2S00 UM O 2 HISSE 2 4 Ut AE2 o EHHO0|ERF 22

Soll tiet 22X 42i7k &7 47| G| 0j2{3t SHt HEE 4 Uk E3t Ystxoz

29) “Satelites  as  a  Susceptible Databank  to  Hackers and  Adificial Intelligence”
https://www.mhu.edu/wp—content/uploads/2020/03/BLUF. pdf

30 “US restricts exports of Al for analyzing satelite images” Associsted Press(January 6, 2020).
https://apnews.com/general-news—24c6770b19237e6051d186aac313945fc

31 Mike Wheatley, “US restricts export of Al software used to analyze satellite images”™ Siicon AngleJanuary
5, 2020). https://siliconangle.com/2020/01/05/u—s—restricts—export—ai

—software—used—analyse—satellite—images/

) Paul Magure, “Satelites and the specter of loT attacks”™ Spacenews(January 26, 2024)
https://spacenews.com/satellites—specter—iot—attacks/
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WL

Ho| &M U=s AUSHE H=O0|F0|Lt Xl AHO[Mof| thet Ao|H 521 2/0i HHE]2
z

ob =2 A U

HICHt sHHSE2 2EAA J|S0|L AZEQNE Sl CIZHES &7 Aoy
Sag + A1, 2UZR|Yel B2 2ot #H HIES sk YAz MAE 7L Ato[H
34 7ksdoll thet etolgt Moz R =RE Q| A0|H S0 o Fefeh 4~ Urt izt
237180] MESsts oFah Mulas Y, XEEE7|, HojEt 2 HEXT § &Y
PIot7| 2ol Chfet SHHZEE X|ld AH|01M SOl tiet AO|H S0 XXMz =&
=7 QUCh 2023 88 0] St 30| FZ[B Hack—A-Sat’ U0l A O|HZ|0E O]
Al 28 32 21d8(20233 68 HAE FEL)0l e =|=2| siZol &3t HE ATk

olzfet ol thet Chfet Hefe| AO|H =2 2HMIE sliZsH| flsiME flds

ol

2z & IHAREI7E QIE R 22t T=o] UM S

t FES0 o2
EZE AMEsl= Z40| Z=XE=ICh ESH 2tS3Hencryption), CIEM|7{L|S(authentication

r

oz ]
O
7|gofl chet Fapte| EotEE & Q7 H J2fet 7|Y 7ol 2 S7 T o7 LSS

—
T=E 2ol et Atole Eetoll 7|oiE 4~ UCH34)
o=l 3% 2 FERYe HEE Sl= CIENAEERIY of2ld 322 3A% 9|
A, AE8d +4 H EHEE Y5 AL XM SHAY, 2899 § M= fd

o

2 o™l MF Z7tAE2FME 7 2023E 128 IEZEHO| i 342
Lt M MAXez HEEATI|&(Information & Communication Technology,
to|t =2, HOtmX|L} HOo|E Z2X|

A S Bizto] o
S| 2 RFAAHC| N, B2, S, AR BE IO HO 2H 2 JHSHE o}

—

QIZLIMO| XIT Aol CrT ChA ChEt HES MBS MBSIHM 27pt 43
Ste QIR0 LEEIX| o2 WS HE0|Lt PR RE THEE BN LojLks Crst
s=0| MEA S2iL7|E STk it 2016H2 201813 Afo| B2 L AR x|l
Z2ABAS U MZ 245K BS0| QBN EAEEA F20| OH 22 27}

33) Ibid,
34 Ioid,
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0

TAHALEI0IAN T4 FF8E2 bF QUCH ESH O|ZH0[Lt S5t0| 2235| Jiist= st OJAIY
i 23 AMo| 2lZ Mol ®|HA 0lF =7te| SHE ZARSO| XISXHeR =Lt
o At F2M(Google Maps), Planetcom, SeiAA SIAHFZ=ZX|, CIXEZZE
(Digital Globe) S0| MEst HMAEIS 20213 A|ZI= O|QfOt LiMA| ofs mta|=l or2e
2, Al2[oF i, ol LiMe = Solafol|lA sHAol| 2lsh LIZE oMo B, E LH
ol 2lsh llh-|5| % o 25 H Ao 2t0|Lt M} O|ARtA-SHOIA MO FatS

§ Jlent 2 24 7120 HE n=stEENM 4= ZAESS
o

at
et 207 HE o2Xls dE2 AUS9Yol 2Fst= tidel o|olX|ol et =7t
7 A
(o)

=5 FE7|= ettt 2A0-2320|Lt MMM A=0] T2

FI71€ AUS9Ho|Lt EEE Soll H#FstH YEE 85t AEE 2710 thsh =218 3
AE Hst7| R0 F =7t E2tAE, SHLE 2SS AMES TR 7| & 2&(decoy)
2 MEHCE MIF, tix|otz UCH I 2t0|Lt HAUS|AF Metinvest= 0[2{8 7RIS
HMEXMo=Z M=t U130 L= 2 25 2{Mof| st AAIZE ZAIE 7|8tst7| e £
M R71E ORX0| 7IMR7|E 24t XISt 2mlst=s 8= st Tt ol2fet 7t
MR71= Ho| W RIIMAL HE AXIS FEol7| et HXIEAM AUZHe HEA
H 7|&0f thgt ™Al M X (information operations, 10)0|Xt 7|2HX&0]| &2 ULt

n

Ol
~
i
o

ot QUIBXIs 7Iee & Ifﬂlﬂ J2fet SEE eliEste sldE 7Y
ay 2

Ch 20219 H Xt2(Bo Zhao) 4= ‘CycleGAN’ LUT2|E T2 IS AL2SIH AIOHE
(Seattle)t H|O|Z(Beijing)2 %’—I’SAP‘._'% 0|85t AlOHE0]| HIO|AXME HO|A| st= o]

H(deep fake) X=E MZGHEACE 0[2{5t WAS Soif =A| HA7t FF0| Lo
H REfe a2 U1 EAQ] 278 &tTds| HEE = UCL O|ZA| MEE K=o ZIIE
EIXI5H7| QlsiAM= AlBTHE (temporal—spatial patterns) £410] |1 X[ LXGH=
Al 7|&2 ©XIE 97| fet HE =& giHE StEE o U7| 20| AE 0[Zst B X|et
EX| el 7le2 A= Lu2E of Yue2(Ee tES =alstn U3 o7l Eolo|=
EX| Lmz|Eof chell sHME=7F ROEX|A| st 34 & ‘ASHAHEMIEE(denoising

rr
»
Rl

mo

3)Jeffy Jacob, “Satellite Imagery Shows Conflicts around the Globe” Geospatial Media and
Communications(January 8, 2024). https://www.geospatialworld.net/prime/business—and
—industry—trends/satellite—imagery—shows—conflicts—around—the—globe.

36) “Metinvest begins production of decoy military eguipment that misleads the enemy” Metinvest(August 25,
2 0 2 3 ) .
https://metinvestholding.com/en/media/news/metnvest—rozpochav—virobnictvo—maketv—vjsjkovo—tehnki—scho
—vvodyatj—voroga—v—omanu

37 Wil Knight, “Deepfake Maps Could Really Mess With Your Sense of the World” Wired (May 28, 2021).
https://www.wired.com/story/deeptake—maps—mess—sense—world,
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o = [=]
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